


,/

POST=COLD WAR NIGHTMARE
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Most ex-Soviet nuclear facilities are no mor~ s n
t i 1 a e xf m u d f
t en ub ia c ha

A s ~ h

become America’s number one
na[ional securiry challenge, mcf
it knows no boundaries, ac-

cordinS to high-ranking L~.S. ~uthori ries
from many fields.

The deeDenin~ threx. the, claim, is the
term risr use ofbnuclear. b ;ological ~nd
chemical weanom [o inflict mass urbur
casualties and social paral>-sisalmost ur\’-
where in rhe world. Such w,ea~ons michr.
dso be used co glin a decis it’e edge in 3
re~iond war.-

In light of last ye~r’s ner~.e gas assault
on t Toln.c subwa;. rhe rerronsr exniosion
in Oklahoma Ci~, and the persistence of
nucle.lr smuqgling incidents our of the for-
mer So\ier L“nion, U.S. authoriti~ in go\,-
ern mcnr, detense, in relligcnce. la~ en-
forcement, science ~nd m~dicine be]ieie
worse is to come. and soon.

AS EVIDENCE, THEY CITE the f~ct rhar
more fissile marerial is known to ha~,e
been srolen from rhe former Sm-icr L’nion
rhan rhe I_T.S. uroduced in rhe Firsr t]]ree,
years of’the \lanhatran Pm ~t cr rc build
~n atomic bomb during W’orld V-aI 2,~,
The>’ also cite the precedent- sh~[te[i n:
nature of rhc chern icd ti,~rf.~~earrac k in
I“ok}:ob}, rhe ]Ip,anese .Aum Shin Riky{)
rell~lous culr in March, 1995. Thar as-.
saulr proved that “the use of w,e:lpons of
mass desrrucrion is no longer restric~rd
to the batrl efield, ” sa>s a ranki rig t’. S.
inrelli~ence official.

The”bounciar} between m ilicar> and
ciiil ian varfare is blurring again. on a
worldwide scale. Offic ia!s compare rhc
s~reacl of we~nons of mass des~rucri on
ro rhe epidemic of illegal cfruss.

l-he Cenrral Intelligence ASenc;, is pre-
dicting “a tremendous increwc” in in[cr-
na[iorml rcrrorisrn of JJI kinds during rht.:
nex: 10 yeus. Top-rankin~ officials trom
Los . \XationJ.1 Lah,r~ror\ [[,IJ
Conyess in Much rhere over 2[) c)un-
[rics susnected of some form of nuclmr,
hiologich o] chemical prolif’er.l[ion.The)
tmrificd rnac rhr proliferation of w’ealx]n>

of mass destruction (WNID) has recendv
become “the mosr ur;enr Anddirecr threat
to national securig>.

In an April reporr. Defense Secreta~
William R. Perry declared rhat “the pro-
liferation of rhese horrifi( weapons pre-
senrs a grave and urgen[ risk to the United
Srates and our cirizens. allies and troops
abroad. Reducing rhis risl is an absolute
priorir>.”

Experts warn rhar in rht near term, the
rerrorist use of W,MD is less likely’to be

U Sen. Sam Nunn (D.-Ga.): We’ve seen
that small groups can disrupt societyan a
massivescale. . . . We are becoming more
and more vulnerable to thisthreat.”

moun red b}’cosrl} mi~sies, drones and
unmanned aerial \ehicles rhan by cheap
mems rhat are part of el tr}da> life. An
urban assaulr might arr:~t from abol-e b;
crop dusrer (chemical u-.mw), from wirh-
in a subwa\ b>,a pursr-s ze perfume ar-,h. .,
ornizer I lfolo$lcdwarFJre or in a suitcax
(nuclear ~larklre).

The ]apmese cult so:lgl]t to obtain air-,.
crafr Jnd )7c1ic(lp rcri IL,: cl]>.s?71in t
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ms. “i_his occurred “r. $11t u ndc r [11c
noscj o!”their own So~crlmcnr ~nd nu-
mczous f[>rctigrirllelli~c’n \en ices,” ad-

mo n ishes Sen. Sam h-u nn ID .-Ga. ). a
congressional aurhoriry on na[iona] se-
curim. marrers.

“Nuclear, chemical and biolo~ica!
weapons, marerials md know-how are now
more avlilable ro terrorists and rogue na-
cions rhan ar any other rime in our his-
ton,” sa~s Sen. Richard Luyr (R.-Ind. ).
“Domestically}.we here in tht U.S. are not
equipped ro manage the crisis thar W

be imposed bv the threatened usc of such
weopons or handle the consequences of
such use againsr ci~ilim popul J[ions.”

L’ndei Sccrerar:- of the ~“~~~Richard
Danzig believes rhe perccpriun du[ Amer-
ican socier} is rel ucta n [ ro 3cceor hiSh
mortali~ rarer in comb~r will m& high-
ca,sualn-v,m.pens, such u hiol+cd asenr.s,

‘,
e-spcclali) atrracrl~e [0 encm ICS.

Gwernmcm[ and privare vxr(r 5prxia-
is~s express co nficlencc th~r Jr) ;rra~ of
forr!lcoming rechnoloSir3. in p:rricular
ad~-.mcedsensors, will s[rengdlen courl:er-
proliferarion efforts [see srog p. 06). Bur
the, concede-—and Iamcn (—thaz such
projects arc underfundc~, and >cars IJCC
espccidl~’ Jn the biological ao.d chen-ic.d
arena,

PARADOXICALLY,THE STRUGGLEto mrch
up lb ]e~p~rdlzed b; a~~v~ncesin science.
At a proliferation conference here l~rc Lrsr
mon rh cosponsored b! Lo\ .AlwmosJr~J
H~r\~rd L’ni\rrsim’s Cenrrr for Sc]encc
and lntern~(ional Affairs. sprcialis~s our-
lincd profc~undl} complex mural IS \\ell
as sccurin dilemmas for the nune-:omdi+
tan [ fururc.

W~uns \larrhew S. Mme[son. a molec-
ul~rgeneticis: and biologic~l’chrmi c:ll
wartare specialism~t Hmard: “\l-e’rr yin~~.D
co learn how’ ro m~n iPu]a re e]er; Iife
process, generic or~c> menral or.cs rhe
enlt>tional ones. If our ine\i12bl~ irl-
crtasing knowlcdSe o~-life ~lr~~cessesis dsc
harne~sed to hosrile purp.~c.. that will
co mpictelv ch~nge r}’ien~r] re o: the ex-
prcssi(,n ot”humm hostiiirl. We \\ill (.lcc
scomerhlng [h~r we cfon’rtncn knoii !:oll
co des~ritle now”

Add. C. I)aul Rohinsorl. !~rrsiclm[ Jnd
lah.)r.]ror} direcror of Sandia h-~rion~l
L.{bt>rarories: “The knL~\\npossihili[i<s[{l
dcl ix ler> c(~mp!cx t~iol~ic31 species
rhrough Sener.lcen+ nmrins. [~[[(Ih,mlejs
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natural toxins, bacteria and viruses for
weapons or [errorist use, complicate the
problem of developing defenses. . . . It
most likel]r that it will be necessary to de-
\,elop sensors that can differentiate be-
tween individual DI’JA components. ”

Traditionally, WLf D weapons have
been thought of in purely rnilitwy terms.
Bur porentia[ aggressors who are too weak
to challenge America’s overwhelming con-
ventional and nuclear military power on
the battlefield almost certainly w-illattack
the U’.S. indirectl) and b}’stealth, offi-
cials say.

Rogue nations, terrorists, subnational
groups, cells of ethnic or religious zealots,
even indi~.iduals with a grudge, are ex-
pected ro attempt mass urban panic and
desrrucrion with relatively simple nuclear
de~ices or with widely accessible chemi-
cal and biological agen[s. The chemicals
used IO make nerve agenmi for example,
are also used to make plasrics and food-
swffs. Biological weapons can be derived
from an}’ reasonably developed pharma-
ceutical indus[r?r.

“Terrorism used to be a theater to at-
tract attention, ” say \“obel Prize winner
and reseuch geneticist Joshua Lederber~..

U.S. Sen. Richard Lugar (R.-lnd.J:“Nuclear,
biolqical and chemicalweapans are now
more available to terroristsand rogue na-
tionsthan at any other time in our history.”

It still is, but now “there are many groups
who are reall}, out to get as many peo-
ple as possible and do as much harm as
possible.”

“We’ve seen that smaJl g of indi-
viduals can disrupt a society on a mas-
sive scale, ” Nunn warns. The Tokyo as-
sault killed 12 persons and injured some
5,500, scores of whom suffered severe
nerve damage. \’unn emphasizcx that onlv
a malfunction in the cult’s deliveq; system
prevented “tens of thousands ot people
killed and injured.”

OFFICIALSSAY FUTURE aryclu on urban
targets might easil} resuIt m civi liar ca-
sualties from a few thousand “to the low
millions. ” Paralysis and hysteria would
overrun municipal and stare go~ernmenrs,
police and firefighters, hospitals and trans-
portation. Food and warer sources would
be contaminated, power lost, medical sup-
plies exhausted, vaccine stockpiles drained.
Pm enrire urban population could be
brought to its knees and che federal go\r-
ernmenr migh[ face multiple md coordi -
n~~ed urban attacks across rhe coun [m,.
The Pentagon and other federal agencies
could be swamped wi rh emerg+cncy de-
mands for help at home, whilt fighting a
regional war overseas

Terrorist use and narion-srare use of
WhfD are old concerns. anticipated by
countless Penta~-onthreat es[irnates going
back decades. Washinflon insiders charge
that such esrimares are as changeable as
weather forecass, especially at s

when the annual congre;s ion’a!budget
process begins in earnesr. Executi\e agen-
cies besie$e lawmakers with forecasts of
dire consequences if.ldminisrnlion bud-
ger requesrs are nor met.

But officials insist th~[ what new in
1996 is the proliferation [hreat’s immedi-
a~;r and diffusion. Prolifma[ion is occur-
ring faster than the> expectccl when [he
Smiet empire coll~psed and the Cold War
ended a little less thm five t’e:-irsago. The
Tokyo attack revealed, For’exmnple, that
the threa[ is farther f d even hard-
er to detect than pre~”iousl>Kn(~wn.Nei-
ther L:.S. intelligence nor the }:’3!had mcr

heard of the Aum Shin R&o cult until ir
launched its sarin nerve gas attack, ac-
cording to N’unn’sinvestigations.

Furcher, the rhrear is more deeply en-
trenched and marure than LJ.S. authori-
ties realized before the belated disclosure
last summer that the exten[ of Iraq’s bio-
logical warfare effort was substantially
greater than earlier suspected.

Official concern also has deepened be-
cause the steps [he LT.S. government h=
taken to contain the threat have been halt-
ing and moved slower than authori[im had
hoped. Illustrative, they say, have been the
chronic delays in securing and disman-
tling Russia’senormous nuclear stockpile
under the Nunn-Lugar program for co-
operative threat reduction [see p. 64’).

Officials also acknowledge an intellec-
tual failure. Five years after the Soviet
empire collapsed, the} admit. the prolif-
eration (h rear remains inadequltel; un-
derstood and characterized. The ~o\ern-
ment has lacked the imagination ro “get
inside the minds of terrorists and proli F-
erators” and anticipate their mo~es. “This
is like Pla} ing chess, ” sa]x Robinson of
Sandia. “When you learn the g~me, you
play both the white and the black because

U.S. Defense Secretory William R. Perry:
“Theproliferationof thesehorrificweapons
presentsa grove and u risk to the U.S.
and our citizens,alliesand troopsabroad.”

“ a g o z M a c “They~endtheir menrben alor,t-r the worti hokingfir the Ebo-
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to Minatom, .Moscow’scounterpart to the
I_T.S. Energy Dept. Minatom’s security
standards “do not e~en approach weapons
standard. ” The change in custody repre-
sents a pro] iferarion nightmare of “epic
proportions.”

According ro Harvard’s research, there
are six known cases since 1992 of theft or
illicit trafficking in fissile marerial, two in
Russia, three in Germany and one in the
Czech Republic. (A suspect in a seventh
case was arrested i.n Munich earl; this
month. ) In one ins[ance, a Russian nav\
capmin srole about 10 lb. of HEU from ‘a
submarine fuel s~clrage facili[y in \lur -
mansk in hTovember, 1993.

WHATPUTS THESE SIX incidenu into his-
torical perspective. [he srud\ asserts, is thar
todav “more fissile materi~l is known to
have”been srcrlmrfrom the former Sotier
L’nion than [he L’nited Stares mm~gcd to
~roduct in tke first [hree ymrs of the k

h~rrm I)rojtict.”
SrrareSic anal!sts at Har>ard and el.se-

wherc cdl urgcnr arrcmtion ro the fact [hat
interceptions to date ha~e taken place on
R.ussiis \Y’estern borders. Knowledge:~blc
crft~cials ~re extrerncll, worried thar nu -
dmr le.aksy s haw occurred
undetected on Russia’semrcrn md snuth -
ern pcri pher), which the) sa) is grossl}
under-policed.

The H~rvard anal?sis, tided “AIoiding
Sucltw Anarchy),,’>zeroes in on four ac-
cion> the C’.S. should acceler~tc or ini ri-
are 10achitxe the yeates[ possible reduc-
tion in the ncrcleqr leakage rhreat in the
shorrest possible t[me:
. DOwh~te},er is necessar~ ro implemenr
and accelerate berter secur”i?rat all former
Soviel nuclear insullarions,
~ Propose a high-priori~ ioinr in~entm
n and sire-b},-sire securin anal:,sis of all
L’.S. and Russian insrdla.tions.
● Expand and accelrrlte the U.S. purch~~e
of Ru~sian HE1-”.
. ~ ffer [O bul Russia’s excess weapons-
grade Plu[onium.

Bur the stud} holds our litr’ie hope of
dramatic acri{~nb~,\Y’ashing[on, mwin: It)
rl~ht budscrs, Par[isan bickering and lack
c [’PC)lirica] \\ill, Few of the nlzn~ mc.~-
~urcs rh~r C h Frmen: leakage .Ind
sm L “hai.e n; uch prmptct of gtc-
[!n~ J s~ric> h i n rhc c1im .rrc O(
MM\iIC ~c,fic.itj, [jeep budgr[ curs, p i-

san rivalr}’, electoral calculario ns and
shrinking imagination. ”

American Poliq’mkers petiormed well
in corralling the Soviet empire’s [actical
and strategic nuclear weapons when it col-
lapsed, the stud} agrees. But it savs Wash-
ington has made distress ingl ~ 1ittle
progress in securing the remnant~ of [he
So~iet nuclear legacy,,now locart d prin-
cipally in Russia.

LJnquestionabl)’,a large part ofdle prob-
lem is money In the period 1991-95, the
study says, the L~..S.spent $400 million
annually-less than two-tenths of me per-
cenr of the defense budget~on con rain-
ment. Only a fraction of thar hzs been
spent on helping Russia to enh.] nce the
security of its nuclear materials.

The political obstacle to efforrs such as
the Nunn-Lugar cooperative tb,rear re-
duction program with Russia is th~t many
lawmakers, espe-
cial]; House Rc-
pub!icans, regard
them as foreign
aid. not as a na-
tional securirv in-
vestment. Foreign
zid perenni~lly has
had a bad repara-
tion on Capitol
Hi 11as a drain on
pressing domestic
ncecls. except for
assistance ro Israel
and Eg;pt. The
rrrd ot the Cold
\Y’.~r h~s heigh C-
ened resistance to
foreign aid.

“R’e’re now in
the srrai~hr
Year 0( decline i n

real doll~rs in de-
frnse resources. ”

Authors Grah~m T. Allison, Owen R.
Cote, ]r., Richard A. Falkenrath and
Steven E. hliller readil, acknowledge that
tbeir pessim km will come as a surprise ro
an American public confident th~r the
Cold War is o~er. But they argue thar the
sense of securi~r [hat has arisen from the
ebbing th rear of a global nuclear con-
flict masks “the single most important
truth” of the post-Cold War era: thar Ru+
sia is conwrlsed b?’a genuine, ongoing
revolution.

FORTHE FIRST TIME IN his[ory, they s[ress,
a country possessing a superpower arsenal
of nuclear weapons and fissile ma[erial is
experiencing a revolutionary transfcrrm2-
tion of its government, economy anc! so-
cieg. It is an upheaval “as profound. as [he
French Revolution following 1789 that
led to Napoleon’s challenge to European
securim’.” In the mids~ of this turbulen[

Harvard’s Graham T.Allisan:The likelihood
a nucleorweapan wdl explade an U.S. soil
has gone up sincethe end of the Cold War.

sa~.sGordorl Ada,ms, w,I1ois re.,ponsible

For che n3tional securir?. and inrtrnation-
al affairs accounts at the White F{ouseOf-
fice of Management and Budge[. “W’eare
also about 50!’o in constant dollars below
where we were 10-years ago in resources
for intern~tiond affairs. So when ?OUget
[o the pocktrs of mone> th3r t.wgtt this
problem ~ proliteration~, the resource
squeeze is ve~ drzmatic and rcil.”

Some proliferation experu argue that
dc~enses again>[ biolo~ical and chernic~l
\\arfare attacks are a more pres .ing bud-
sy3r>” and securi~ need near-rerm rhan
nucle~r (ones.Biol~.yicd md chcm icd ma-
terials ire readil\ z~-~ilablt in :be com
mercial market. 13tJrrhe H~x,,rd an.Ll\-

1 “l-51.ii sing,u .{1in i~sinsistence +ir nu~ .,~r
lc.Iliasc “constitutes the rnos[ si’rious di -
r~ct thre.lr rt \ir:ll L’.S. in[ercsu [A}” and
for [be foreswablr fururc. ”

change, [he cx-SO-
viet nuclear stocl--
Pile is being scorec!
in instzlla.rions that
lack adequate wcu-
rit>., which arc
rhemselws Ioca[td
inside a hi@l\ un-
stable counm. \;ei -
thcr Anleri(~n rror
Russian Ica(icr>
haie bc~un ro Ld-
drcss this prob’cm
‘..In a manner c(~n3-
mensurarc w][h
rhe ir srakc~ in the
issue.”

Allisom J spwid
adi.isor to I)ct_e:)>r
.sccrcrdr;+ ‘Willi
J. l’ei-r} ~nc! direc-
tor of Har\ard’s
Center for Science
al~d 1n tc rn i r

Affairs hmtens to point O ~harthe thrar
is ecumenical. Russia is the nex[ likel~ r:~r-
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POST=COID ‘WAR NIGHTMARE

Nuclear SmugglingCalled
Dire:ctThreat to U.S.
P M H

s

ince the end of the Cold War, h~s the
likelihood that a nuclear weapon will
explode on U.S. soil gone up or gone

down?
The answer of a new Harvard s[udy is

unequivocal-it has gone up.
Harvard’s strategic anal]sts contend that

either a state or a terrorist group could be
ready in a matter of mon[hs co detonate
a nuclear explosion with a budgcr of jus[
a few hundred thousand dollars. The deed
couId be done with as little as a sofrbal~-
sizecl 30 lb. of highl; enriched uranium,
with designs amilable on the Inrerne[ and
wirh materials from re[ail stores like Ra-
dio Shack.

A nuclew explosion cm be created with
as little as 2.2 lb, of plutonium or 5. f lb.
of highl> enriched uranium (HEL’) in a
sophisticated ruclear weapons program,
accordiry to rh~:pri~’atcN’arural Resources
Defense Council. a nonprofi[ environ-
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mental advocacy group based here and
cited by the Harvard study.

With every passing day, the indepen-
dent university study argues, the chances
increase that nuclear mzkerialsbeing leaked
or smuggled out of the Former Soviet
LInion ~ight lead disastrous conse-
quences. That conclusion is breed on a
wealth of findings, but four of the main
ones are these:
. The continuing collapse <f all cenrrd
control systems in Russia and the ex-So-
}’ierstates Ieaies e~e~-thing In [hem Vul-
nerable to theft, seizure or loss. “h.”m’erbe-
fore has such an enormous n~enton of
nuclear assets existed in suc:l precarious
circumstances. ”
● Securi~, is poor at mosr c,f [he se~,eral
hundred locations where 100,000 nuclear
weapons and weapon s-us.lble nud ear-
“ highl) enrlc],ed uranium
and plu[on ium rem~i n >CAC:cA. AI the

Chel?abinsk-65 installation, bulk pluto-
nium is stored in an old warehouse with
glass windows and a padlock on the door.
. Russia has no national or site-specific
inven rory sysrem for its fissile marerial.
More of this material is stored in impro-
vised, insecure facilities at Sverd]ovsk (or
ar Chelyabinsk, Tomsk or Krasno)zrsk)
than is contained in the entire stockpiles
of Britain, France and China combined.
The Rossian administrati~e units tlmr cor--
tain these installations are. respec~i~el>,
the second, third, fourth and fif~h l

nuclear powers in the tvorlci.
● The process ofdisman[ling nuclear wlr-
heads under START (Srrzrcgic Arms Re-
ducrion Trear!) is olerwhelrning Rmsiis
capac] ry to store the resul IIng cxccss._
weapons components. V7arhmds are bt-
ing dismantled at [he ra~eOt2.000 -5,00C
a \rear. and when rhm are, their custo~~
shfts From the Russim defense rninistr}

[ E N c o!
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POST-COLD WAR NIGHTMARE
you can only understand the defense if
you can understand the offense. We don’t
do tha[ well in either biological, chemi-
cal or on radiological [weapons]. As Her-
aclitus said around 500 B.C., ‘He who
does not expect the unexpected cannot
detect it,’” (Radiological we~pons em-
plo] conventional explosives to scatter
radioactive material. ‘They do no[ pro-
duce a nuclear explosion, but they do
spread contamination.)

AUTHORITIES ALSOSAY the Tokyo assault
demonstrated that terrorists and violent
subnational groups need not acquire a
large and expensive infrastructure to cre-
ate a deadly arsenal. Thq can obtain what
thw seek legally in a world econom} rhar
is now genuinely global. New free trade
pacts and the loosening of expor[ con-
trols since the end of the Cold War in
199 1; the accelerating spread of modern
technolog>r; the adverrc of the In cernet
and cyberspace; the expanding interna-
tionalization of crime-–rhese offer would-
be aggressors a “supermarket” of’ lethal
opportunities.

“\’isudize the V70rld Trade Center or
an Oklahoma Ciry-syle a[tack compli-
cated by the inclusion of a kilogram of ar-
chrax spores as a kind of microbiological
shrapnel along with the explosi~es,” Sug.

gests Nobel winner Lederberg. “And
[imagine] its implications for salvage and
rescue, public healrh, panic.

“If I just mention the word Ebola” he
adds, “you have some idea of’whm 1am
talking about. ” Nunn reports that disci-
ples of the Japanese CUI[sought t[, ob-
tain [he Ebola virus in Zaire and laser in-
struments and protein data base> for
biological warfare in rhe L.S.

The nuclear threat is easier to dtfine,
and strategies and technologies to contain
it are more mature, than its biological and
chemical counterparts, off]ci~ls sa}. But
in the far-flung ex-Soviet nuclear complex,
warns a new Harvard study, “Mos~ (Ifthe
relevant facilities are no more secure ar the
end of 1995 than they were when the So-
vier I-lnion disappeared” in December,
1991 (see p. 62).

Titled “Avoiding N’uclear Anarchy.’>
che Harvard a 2 c th.~t rhe
Oklahoma Ciry and New York World
Trade Center bombings could ea.iii>have
been carried our with a suitcase con-
raining 100 lb. OFhighly enriche(i ur3-
nium (H EL:), rarher than dre mini-vans
loaded with hundreds of pounds of crude
explosives that the [errorisrs used Had
rhey acquired a simple, well-known
weapon design using H EL:. rhe terror-

ists could have inflicted a b[asr tha~
would have been equivalent co 10,000-
20,000 rons of TN’T. “iMuch of Okla-
homa City would have disappeared. Tbe
tip of .Manhattan, including all of W;all
Street reaching up to Gramercy Park,
would have been destroyed. ”

SOMEOFFICIALSPORTRAYmass urban rer-
rorism with WMD as comparable in de-
gree if nor in exrenr to the thre~t of nu-
clear annihilation during the Cold War.
According}’, leaders such a.sLugar are urg-
ing mobilization efforts comparable to
those of the Nfanhattan Project of the
1940s to build an atomic bomb. But of-
ficials acknowledge hat the consensus on
the threat is nor marched b) a consensus
on the response.

Lugar. h“unn and Sen. Pete Domenici
(R.-N.AI. ) are offering language to nex[
year’s defense budget to foster coherence
in the scores of execu[ive programs for
containing [he V(%1D rhrear (AWG:ST
kfa}, 2-, p, 19). But the)’ worq rhar The
par&an feud in this years presidential elec-
tion over national missik defense will steal
the spodigh r from V7,\l D terrorism. al-
though rhe two are inte~~al.

.\nd in an,vcase, the N hite Hou~e SS>S
the mo ne} simpl]- does nor exisr for a
Manhattan Project-style response. C
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na[ural toxins, bacteria and viruses for
weapons or terrorist use, complicate the
problem of developing defenses. . It is
most likel}, that it will be necessary to de-
velop sensors chat can differentiate be-
rween indi}idwd DNA components. ”

Traditionally, WMD weapons have
been though[ of in purely military terms.
But porenrial aggressors who are too weak
to challenge America’s overwhelming con-
~,entional and nuclear military power on
the battlefield almost certainly will arrack
the ~’..s. indirectly and b]’ stealth, offi-
cials say.

Rogue nacions, terrorists, subnationa!
groups, cells of ethnic or religious zealots,
even indi~iduals with a grudge, are ex-
pected ro atcempt mass urban panic and
destruction with rel~tively simple nuclear
de~ices or with widel} accessible chemi-
cal and biological agents. The chemicals
used to make nerve agents, for example,
are also used to make plasrics and food-
stuffs. BioIogicaI weapons can be derived
from an)’ reasonably developed pharma-
ceutical indust~’.

“Terrorism used IO be a theater to a[-
tract attention, ” says N’obe! Prize wrinncr
and resemh geneticist Joshua Lederberg.

U.S. Sen. RichardLlugar(R.-lnd.):“Nuckxrr,
biological and chemical weapons
more available to terroristsand rogue na-
tionsthan at any other time in our history.”

II still is, but now “there are many groups
who are reall}~our to get as many peo-
ple as possible and do as much harm as
possible.”

“We’ve seen thar small groups of indi-
viduals can disrupt a society on a mas-
sive scale,” NTunnwarns. The Tokyo ass-
ault killed 12 persons and injured some
5,500, scores of whom suffered severe
nerve damage. N’unn emphasizes that only
a malfunction in the cult’s deliveq; sysrem
prevented “tens of thousands of people
killed and injured.”

OfflCIAIS SAY fUIURE ar cks on urban
Y

targets might easilv result In clvlllan ca-
sualties from a few thousand “ro the low
millions. ” Paral}’sis and h>steria would
overrun municipal and state go~ernmenrs,
police and firefighters, hospitals and [rms-
portation. Food and water sources would
be contaminated, power lost, medical sup-
plies exhausted, vaccine stockpiles drained.
An enrire urban population could be
brought to its knees and rhe Fedtral gov-
ernment might face mul[iple and coordi-
n~red urban att~cks across [he counrt-v.
The Pentagon and other federal agenci&
could be swamped wi[h emergcnc} de-
rmnds for help at home, w’hi~efighting a.
regional war oversem.

Terrorisr use and nation-scare use of
V~LID are old concerns. anticipated bY

countless Pen[agon thre2r esrirmres going
back decades. Washington insiders charge
~hat such estimares are as cha nqeable as
weather forecasts, especially ar spr-in~nime,
when the annual congressional budger
process begins in earnes[. Exccu[ i~e ~gen-
cics besie~e lawmakers with fot ecasrs of
dire consequences if.~drninis::z ion bud-
get requests are nor met.

But off~cials insist th~t whar .s new in
1996 is the proliferari~~nrhreat’>immedi-
a~mand diffision. Prolifcratit)n is occur-
ring faster than [he}. expected when the
Smie[ empire collapsed and tht (l)ld WU
ended a little less than L\e ~c:irs a+. The
Tokyo attack revealed, for”ex.~n:ple, th~r
the threat is far~hm flung and c.en hard-
er ro detect than previousl~. knt wn. Nei-
ther L-.S. intelligence nor the F-’i?1 had mer

heard of the Aum Shin RilcyoCUICund it
launched its sarin nerve gas artack, ac-
cording to N’unn’sinvestigations.

Fur[her, the threat is more deeply en-
trenched and mature than U.S. authori-
ties realized before the belated disclosure
last summer that the extent of Iraq’s bio-
logical warfare effort was substantially
greater than earlier suspected.

Official concern also has deepened be-
cause the sreps rhe U.S. government ha-s
taken to contain the threat have been halt-
ing and moved slower than authorities had
hoped. Illmtrative, they say,have been the
chronic dela}s in securing and disman-
tling Russia’senormous nuclear stockpile
under the Nunn-Lugar program for co-
operati~’e threat reduction (see p, 64’).

Officials also acknowledge an intellec-
tual i’ailure. Five years afrer the Soviet
empire collapsed, the> admit, the prolif-
eration threar remains inadequ~tel) un-
derstood and characterized. ~“hegovern-
ment has lacked the imagination to “ger
inside the minds of terrorists and prolif-
erators” anticipate cheir mo}cs. “This
is like p~<a):~ngchess, ” say’sRobinson of
Sandia. ‘ikhen you learn rhe game, you
play bo[h the white and the bldck because

U.S. Defense Secretary William R, Perry:
“Theproliferationof thesehorrificweapons
presentsa grove and urgentriskto the U.S.
and our citizens,allies and troopsabroad.”

“They.rerrdtha”rmt-rnbenai!lotmrtbe wor~ krokin,qfir the Ebo-
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POST-COLD WAR NIGHTMARE

I

Deficit PressuresHobb e
Anti-Proliferation Efforts
P M A

s

ecuring and ciismanding [he So~,ier
nuclear legac?~at its source are rhe
Kopfunding priorities of’,%merica’s

nuclear stewards, who are hobbled bI. the
same deficit pressures as the rest o’f[he
government.

They say that in the barde of che bud-
get, two programs are par3mounr for se-
curing ex-Sovier nuclear materials md pre-
ven ring smuggling. One is the EnerGq.
Dept. ’s~laboraronto-laboratory collabm
ration with Russis leading nuclear insti-
tutes. scc up in 1994. Currend>l six L“.S.
National Laboratories and all of the lead-
ing nuclear insrimtes in Russia are engaged
in the lab-to-lab effort. according to Don-
ald D. Cobb, direcror of nonproliferation
and inrernariond .securirvprograms at Los
Alamos National Laboratory, and Walter
L. Kirchner, director of Defenst Dept. pro-
grams ar [he N-ewLlexico facility.

The second program is a counterpart:.
[he Industrial Partnering Program fIPP)
concci~”ed by’Seu. Pete Doreen ici (R. -
N.M.), which is intended to help curb
proliferation by finding jobs for rhe [hou-
sands of scientists and engineers thrown
our of work in Russi~ and rhe Newl>-In-
dependent States. The ‘(brain drain” threat
is no longer h~-porhetical. warns Scn. Sun
A“unn (D. -Ga. ), ‘Adiertisemen[s ha~e ap-
peared in foreign countries searching for
our-of-work So~”iet wreapons scicn [isrs
looking For new, ernplo}ment.”

Conceived m slmr Russiis scientific in-
srim[cs rowd economic selt-sufi~cienm,
ui[hout dependence on L7.S. flnancin~,.
the II>P is used to encourage prod uc[iJ.e
links among the herby Dep[. ’s1~borato-
ries, U.S. indust r~’and ex-Soviet scien-
tific institutes, particr-darlv those ch.rrwere
engaged in tile de~’elopment of weapons
of mass destruction. Cobb and Kirchner
rold Congress in ,\larch rhat the IPP had
engaged more than 2,000 scienris[s in 200
projects at 60 institutes. More than 9090
have direct comr~ercial rele,ance for U.S.
firms, the> claimed, and “over SO” ben-
efit DOE progrz.ms. ”

The> highlighted a proiect at rhr nu-
clear weapons institute Chel~.abimk--O.
Advanced supeqlm[ic metal fijrmin~ rec}]-
r:olor. is beln S cie~,elopcd for [he eldu~-
rion Of more efficient mcchods [[~f_abr~-
are rurbine blades for je[ ~ircratr cngi2<>.

Both the l~b-[o-lab and IPP efforts f~ll

under the rubric of the Ener~ Dept.
Materials, Protection, Control and Ac-
counting (MPC&\) program to assist the
former Soviet sraces, T e deparrmenr

!plans to request $500 mil ion for the pro-
gram from Fiscal 1997 to Fiscal 2000 to
finance lvlPC&A improvements ~t rough-
IV100 ex-Soviet facilities believed to house.,
weapons-usable nuclear material. “Tons
of material have been se-
cured to da~e, [burj much
more remains co be
done,” acknowledges
Depun- Energy Secretary
Charles B. Curtis.

The issue, he adds
poinredl}, is “budgec,
budge[, budget. ” Curtis
spoke Iare last month at a
conference here on nu-
clear, biological and
chemical weapons (IVBC))
proliferation, cosponsored
b> LOS Alamos and Har-
~,ard Un i~.ersir)’s Cencer
for Science and 1n[erna-
[ional .4ffairs.

Ar the same conference.

is obvious char funding is short because
the Ener~- Dept. program currently
stretches to 2002.

Many anal?s[s believe char is too long
to wair in view of the mounting risks—
resulting From Russia’s political and eco-
nom ic mrmoil-that the world’s largesr
nuclear srockpile might be dispersed and
wind up in rerrorisr, rogue nari on or

Sen. Pete Domenici (R.-N.M.)
conceived the ]ndustricrlPart-
nering Program to help deol
with Russia’s“broin drain.”

John P. Holdren, a professor of”ener~ at
[he Univers it>’of California, Berkelr}’,
agreed [hat ~he ,\IPC&.A pro Srams are
proceeding well, after a slow s~:]rr.He too
belietm rhey are underfunded. He said an

appropriation of $1 5~ millio n—about
joo(, higher ~h2n ~his\,Car’sIeI(,[-\%ou]d

al~owa more rapid reduction irl the hiSh-
est prioritv proliferation risk;. H e also
urged he release of finding [{)carg O

a congressional mandate on t}lc Admin-
istration to pursue an agreemcn~ ro erid
Russia’s production of plurt~niu,m for
weapor,~.Washington and hloscow signed
an agreement in mid- 1994 .md aff~rmec!
ir lasr Jmua~’. but [he money “is srill not
tlowing,” he said.

Holdren, a faculty consulcanr co the laser
wrd ener~ directorates at Lawrence Li~-
ermore National Laboratory},and a mem-
ber of Presidenr Clinron’s Cornmircee of
,M,iiors on Science and ‘I”ecllnology,es-
timated thar lvlPC&4 agreemcnrs on up-

,.
yaclm: securiq. and accounting s}:ren-ls
now coyer more than ‘O! u o t J t

c~[ions in ~heformer S[wier L‘nion tthere
weapons-usable plutonium an, i highl)>tr:-
riched uranium ~re housed. B 1[he said ir

criminal hands.
Several authorities at

the conference voiced
strong concern that the
~i,s. focus on the former
Sovie[ states and Cenrral
Europe has d~nge:ousl)
neu]ected the bu[tressi ng
of;aw. enforcement and
border control oithe cru-
cial states to Russi ~’s
south, which Holdren dc-
scribed as “eager for co-
operationn in rh IS area. ”
l-his points to an o~er-
arching problem. h’earl>
fi~’eyem after the Soviet
empire fell in December.
1991, Holdren said, the

L.S. still does not ha}e a comprehensi~e
appro~d~roaddressing the Solicr nuc]clr
prolifer.~rion problem “or the funding
needtd for art),such efhrr [o succeed.” Ht
recommended:
. Creation of regional anal~,siscenters in
Eurasia, capable of borh nuclear and ri~-
dirional forensic anal>sis. where materi~i
seized in nearh) countries could be sent.
. Ilro\lsion of rr~ning and simple nudew

detection equipment to border guards md
customs agents throughout the former So-
viet L’nion—particularl>r the southern tier
stares—red Central Europe.
. Broader cooperation between [’. S. in-
telligence and law enforcement agenci:i
and their count erpamsin Russia ad o[!~er
relm,ani stares.

Los ~lamos is home to a nemorli ullcd
the >’u(le~r Supplierk Group Infrrrm~[ion
Sb,~riny S)stem (NISS ) thar links more
than 2[Ocountries to share ex!o r[ CC>c
rrol into rm~tio~. Los .Akmos J!>Cm.ii:l-
[~ins the EnerS? Dept. ’sProlif_er~~ion1n-
[orm~tion h“en~or!iS}.s[em(PI>’S1,Iihich
!inks rl)e drparrmcn r and the ~’~[:on,.il
Latmrai>ric, ro pcrrni[ anal.,ii of nuc!e:r
d L [ C 5

.

64 AW4TION WEEK & SPACE TECH\ L)LOG1’/JL>-E 1:. 1996



POST-COLD WAR NIGHTMARE

Detection Sensors Crucia
But ‘Tee
P M A

7

mically Exacting

Politically, there is little chance the
U.S. government’s complex of na-
tional laboratories will receive fund-

ing for the major research and develop-
ment effort [hey say is needed to combat
nuclear, bioiog~cal and chemical (SBC)
terrorism and proliferation.

To the concrary, such R&D funding is
declining despite the need for 3 susrained
cechnolo~- response to meet the rapidl}
evolving NBC threat, according ro offi-
cials From Los Alamos FJational Labora-
rorl in N’ew Mexico

But rhe Errer,q Depr. ’snerwork of nu-
clear l~bs does enjo] one advantage in the
counter-proliferation, counrer-rerrorisr ef-
tiort, according ro the department’s deputy

Scientists say a IJ.S. Army UH-60 Black
Hawk can be usedto detectbialagicalagents
up ~ nearly 20 mi. away.

secreran. Ch3rles B. Curtis. “Fortunare-
1~,[he ~ncrsrv De~t. ’s scientif~c and m-... ,
~ineering talents [that; grew up out of [he
nuclear ~rocra.m. also ha~,e d irec~ aDnli-
cation r; o~her nonproliferation ~~al-
Ien:es—esneciallv in the chemical md bi-... ‘-

ological defense area.”
bnc example is a stand-off sensnr called~UJC1pE for cheml~ ,knd>sis h,’ ‘er

Incerrocztion of Prolifer~cior, F.fiiuents.
The la~er in [errogarion technology>, in-
vol~ed is multipurpose. Because :he r)res-

,1

ence ot cerrain chemicals is indicari~,e OF
nuclear production, CALIOPE could be
used to detect nuclear ma[erials as well as
chemical signarur-esasociared wi[h chem-
ical weapons. A joint Ener~ Dept./De-
fense Dept. demonstration of CAL1OPE
co iden[ifj+,track and map chemical clouds
in real time on the battlefield is planned
for later this year. Eventually the s),srem
migb[ be dcplol.able on aircraft, or e~en
on satellites.

Scientists at Los Alamos recenrl}
demonsuated a .aser device on board an
Arm} L~H-60 Black Hawk helicopter tha[
the} s~~ is capable of derecring clouci~of
biological warf~re agenrs at disrancts ot
up ro almost 20 m i. (AWG2ST .\fJ} 6,
p, 13). The de~iJCw~s reponed succe~i-
tul ar difierentiazing ~ [ demorl-

,.
srration biological ~genr, dust and ic ))cIc,
em issions.

The dcrnand for rcchrr,]logies Iikc thtsc

is high in the milita~ services. .According commun ity’s Nonproliferation Center.
to a recent Pentagon repor~, the numbe;
one counter-proliferation capability sought
by the milirary’s comba&mr commanders
(CINCS) is better equipment to detect and
characterize chemical and biological
weapons threats, especially at long ranges.

Joshua Lederberg, a research genericisc
and presiderrr-emeritus at rhe Rockefeller

Consequently, radiation sensors are un-
likely to be effective as early warning de-
vices if ~hey’are farther than some tens of
feet from suspected marerials.

The Space and Atmospheric Sciencesdi-
vision ar Los AIamos monitors the atmos-
phere and near-Earth space for nuclear tmu
with satellite-borne particle and radio-fre-

L~ni~’ersig,a scitmtif~c institution devot-
ed to biomedical research, VOIces strong
confidence about the possibili ries of sen-
sor development r to defend insr bio-
logical warfare. His optimism is based in
pm on the facr rhat some of the same di-
agnostic advances occurrin~ in the bio[ech-
nologr industry commercial) can ‘beap-
plied {o defense.

!ioncrheless, specialists sa> [{ctecrion is
exrremel)” difficult in all thret careg(ories
of the NTBCthreat—nuclear/rad iologicd.
biolo~ical and chemical. Becaust a vari-
erv of m~rerials can be used in nuclear or
radio l~gica~weapons, the q,pc and quan -
rir} of m.di~tion produced u e ~ari~blc.
The derectabilir}’ of radia[i(ln from such
materials dtcl incs r~picil] li’i[h disiancr
and wirh r!lc arnourrr of b~ck:,round m.~-
[erial—incl udin$ ~ir—btr~f etn weapons
and a sensor, accordir~g[OG[)ldon C)rblcr,
director sin(e I!JSJ2ot CIlc(.’.S. nldliymce

quenc? decectors. Techniques are in de-
veloprntnt to detect prolifer~tio n using
neural nerworks, necrrron specrrometr?
and lqpron/xenon and tririum detecrors.
Some of these techniques also are being
applied to ground-based detec[ion and
charactcriza[ion of nuclear marerials.

Satellire s}.sremscontinue to be [he cru-
cial elemenr for monitoring tescs in rhe 3r-
mosphere and in space. accordin S to Los
Alamo\, which sa}s that follow-on s~srems
to [he existin~ GPS na~igation 3nd DSF.
rnil ilar! sarell ire s~wems wi11have ro be
de}elopcd to take”ad~~nrage of modern
sensor tcchnolob~, (Both G 1>Sand DS17
satellirei are f~rredi~ith nuclrar detect it>n
s)s[ems. ~]n the tough fiscal c]im~rc. the
F u> i>on small. 1:ss expcnsiic ~~rrll\I~,
pr(~grams such as F-L>RTE ~Fasr. Or-[~r-
bit Rec(,rdirl~ c,C; ?~n,irn: E,cnw). “l-l-is
satelli~c. scheduled (t>rlaunch in Llarcb,
19’)-. is designed ro impr{)~t L-,$. dc~ec-
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POST=COLD WAR NIGHTMAREI
I

Detection Sensors Crucial,
But Technica
P M A

Politically there is little chance the
bT.S.government’s complex of na-
tional laboratories will receive fund-

ing for the major research and develop-
ment effort they say is needed to combat
nuclear, biological and chemical (NBC)
terrorism and proliferation.

To the contrar}, such R&D funding is
declining despite the need for a sustained
technolo~- respc,nse to meet the rapid]>
cvol~,ing N-E+Cthrear, according ro offi-
cials from Los Fdamos N“ational Labora-
tory].in h~ew l\lexico,

Bur the Ener~ Depr. ’snerwork of nu-
clear labs does enio},one advantage in the
councer-pmhjera:ion. counter- rerroris[ ef-
fort. according m the department’s deputy

Scientists say a U.S. Army UH-60 Black
Hawk can be usedta detectbiologicalagents
up ~ nearly 20 mi. away.

wcret. m,Ch~rlcs B. Curris. “Fortun~te-
It, the ~ln~rg Dept. scientii; c and en-
~ineering ralents (thatj ~rew up out of’the
nuclrar program also h~~c direct appli -
cario n to o~her nonprol ifcr,~rion chal -
Ienges—especi+ in the chemical md bi-
ological detense 3rea.”

One example is a stare-off sensor called
CALIOPE, for ChemicA ,inal~sis b},Laser
lntcr:t,$o[ion of I)roliferarioil E.Fti,uenm.
The laser interroga~iorr rcchnol(g;,, in-
vol]ed is multi purE>mwBec3use ~he~~rcs-
ence of cerr3in chemicals is indicative of
nuclear production. CALIO1)E c

used ro derect nuclear marerids as well as
chemicad sigrramres associated with chem-
ical weapons. .4 joint Ener~, Dept./De-
fense Dept. demonstration of CALIOPE
to identifj,, track and map chetnicd clouds
in real time on the battlefield is planned
for later this year. Eventual>, rhe system
might be deplo~able on aircrafr, or e~en
on iarcllires.

Scienris~s at Los Alamos recentl~
demonsrrared a laser device on board an
Arm) L’H-60 Black Hawk helicopter thlt
the?”sa~ is c2pablc of detecting C1OUCLof
bio!oyical war~~re agrn[~ at disrances o~

2U mi. (AW“CL.ST .\l.l\- 6.
p. reponed succcf\-
tul ar difierenri:l ting among rhe demc []-
strarion biolo~ical agen~, dusc and \’chicic
em iwions.

The demand thr rcchnologim like these

y Exacting
is high in the milirag services. According
10 a recent Pentagon report, the number
one counter-proliferation capability sought
by the milirmy’s combadmt commanders
(CINCS) is better equipment codetect and
characterize chemical and biological
weapons threats, especially at long ranges.

Joshua Lederberg, a research geneticist
and president-emeritus at the Rockefeller

commun iry’s Nonproliferation Cenrer.
Consequently. radiation sensors are urr-
Iikely to be effective as early warning de-
vices if they are farther than some tens of
feet from suspected materials.

The Space and Atmospheric Sciencesdi-
vision at Los Alamos monitors the atnlos-
phere and near-Earth space for nuclear rests
with satellite-borne particle and radio-fre-

L~niversiry,2 scientific insritul ion devor-
ed co biomedical research, voices strong
confidence abour the possibilities of sen-
sor development TOdefend against bio -
Iogicd warfare, His optimism is based in
par[ on the fact thar some of the same di-
agnostic advances occurrin~ in he biorech-
nolo,g’ indusrr} comrnercidl} can be ap-
plied ro defense,

N’onethclcss, specialists sa} ieteczion is
extrem+’ clifficult in ali rhre( categories
of [he PYTBC.chrcat—nucle~r/ r.~dioloSicd.
biolo~ical md chemical. Bec.tusc a vaTi-
en of mare rids cm he used ir nuc]ear or~.
ra lo]~gicd weapons, the rypt and qu~n-
tir} ot r~di~tion produced s: e variablt.
The dereci~hilir of radiari~n From such
materials decl incs r~pidl} Ifi: h dis[~nct
and wi~h t!rc zmoun( of hacki,round m.l-
teri~l—inc!udi nS air–—betvwn Iveapuns
and ~ sensor, accnrdir:g to G{~rion Oehlcr.
director since I jK~2of [It L’.S. in{elligencc

quenc> detectors. Techniques Ire in de-
velopment ro detecr proliferation usinS
neural networks. neutron spectro rnctr’,
and kryptordxenon and tririum detectors.
Some of these techniques also me being
applied ro ground-based detecrion md
characterization of nuclear rnarerids.

Sarellite systems conrinue to be the cru-
cial element for monitoring resrs in rhe at-
mosphere and in sp3ce, accord ir.$ [c Los
Alarnos. which sa)s thar follow-on swems
to [he exisring GPS navigation wr~iDSP

I] hilt.c r(l bemil ir2rI sarelli re s}.srems wil
deveio~led (o take”acflanraqe OFmodern
sensor tech rrolog). (130r!rGPS .Inc~DS1)
sarellirei a!r firred ~i,ith nuclrar dtrm ion
s)~tems. I In rhe tou~h. fisc.d c1irnatc. [hi

‘].,,.Focus is on sn1311.lcs~ expensi~c s,ire:
pr{lgranls such as F( )RTE ~13s:. On-[OI-

bir Rccordin< o[’-i-:.insicnt F\cnt~I. ‘1-1:<
sarelli[c. schedulcd for launch in Llarch,
1C)()-,i>deiigned 1. Irnpr<>ic[-. S. dcrc~-
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tion of clandestine atmospheric nuclear
resrs by measuring the electromagnetic
pulse they generate (,AW&STNov. 27,
1995, p. 48).

Currently there are a number of “ex-
cellent efforts” devoted ro exploiting laser
absorption and fluorescence to allow the
remote detection of ,eicher biological or
chemical species, according co C. Paul
Robinson, presidenr and Iaborarory di-
recro r of Sandia N’ariond Laboratories.
‘J-h,:secould be used fhr bardefielcl de~ec-
ti o n and warning, as well as wide-area
monitoring. But Rob inson cautions that
rhese approaches will nor become practi-
CL1urrril the}’ achieve much higher levels
of speciflci~ and fewer false aJarms.

DEVELOPINGINSTRUMENTS and platforms
th~[ could dmecr the full specrrum of po-
[er-ial biological or (chemical agents is a
d~untin~ [ask. “1 am unable to sa>, based
(~n our present srare of knowledge,
~~t:crher it w;!I sorneda), prove possible or
n>r,” Robinson acknowledges. “We are
cerrainl? much close! to being able to de-
~elcrp sensors for chem ic.d species than
for biologica]s. ”

Oehler sa~,sexceedingly few chemical
senst>rsha>e”been deteloped that hme the
~:road suiIes of capabilities needed to ad-
~re$j Prc>]ifer~rion or rerrorisr use OfNBC
I~eapons. Dttecring and ch:lracterizing
chemical warflre acr il”iries are exrremel?~
difficult. “1’roduccicn processes pro~ide
mi3ti~elj- weak chemical signatures, p3r-
ricularl} ar long rang;es. In addition, ~,en-
fcw emissions occur during transporr. The
worldwide chemical bac~round compli-
cates the search for ;at least some chemi-
cals.” In C)ehler’sopinion, point serrsing—
uhich requires ph,,sical contact wirh
chemicals—and rerno[e sensing—-which
relies on passi~,e Phc,ton emissions or in-
duced photon emissions—are promising
intelligence col[ecrir~g tools.

Point sensors that could provide ne~r!~
insrant~neous derecrion of a wide spec-
trum of chemical sFtcies arc in de~elop-
rnent ar jandi~ and ,11other labs, The ba-
, ic [rch n ique uses a “lab on a ch ip.”
Srrniconduclor surt-aces are coarecl v.irh
sclccci~e recepror macerials thar respond
10 speci fICchcm icd mnieries or COT.pO-
nen rs. Using p~r[eln reco~n irIOE r?ch -
n u a single arr:.~ OFsensor. can dis-
crimin~re ben~,een a ~i-ide~arien of inpurs

and provide near real-rime data, accord-
ing ro Robinson.

Oehler says biological sensors with broad
counter-proliferation capability are ~~lack-
ing as chemical ones. Detecting and char-
acterizing biological warfare activities are
even more difficult than their chemical
counterparts. Except in rare instances, bi-
ological agent-related materials occur in
extremely low concentrations. Very few
emissions occur while weapons are in tran-

nological change. World War 2 brought
physicists and the military together in the
Manharwr Project. The Cold M’Jarinfised
the military with experts from electronic,
computers and telecommunications. N’o
counterpart conflict integrated biologists
into the Pentagon. “Today,” says Danzig.
“[he number of biologis~s employed by
the Defense Depr. is orders of magnitude
less than the number of scientisu and en-
gineers employed in other areas. ”

Unmanned aerial vehicles may someday
serve as important platforms for deteeting
biological and chemical warfare agents on
the battlefield.

sit. Dispersion is usually accomplished bv
aerosol; transpom can be prol,ided b}’crop
duster, backpack sprayer, land and sea
mines, even perfume atomizers. Exrraor-
dinarily tiny amounts of biological agenrs
are lethal. One gram of anthrax produces
one rri!lion spores, an amount eqliilalent
to 100 million lethal doses. The dise3se
causes lesions in the lungs.

One of[he Pent3gon’s weaknesws is an
historical lack of biological experti~t. “Our
currenr iwlnerabiliries TOhioloSi~ .d i$ar-
fare are considerable, ” notes L“nder Sec-
reran of the h~~)n.Rich~rd Danzi$. Thin.
resulr not on]}-from lack of ~t(en Io n md
investmenr. Lut a]so from the b i ton of
bow ~he Pentagon has assim i~~t~d r~ch-

Development of biological defenses is
difflculr because ~enecic en~ineers can de-
vise high]>-complex biological species co
harness toxins, bacteria and ~iruses for
wea~ons or rerrorisr use. In consequence.
San~ia’sRohinson belie~es, succes~ful de-
tection .dmosr cerrainll is going to require
the development of sensors so ad~anccd
the} can c!iffcren riare between indi\i, i-
ual DATAcornponenrs. “You’~egor to Lnd
a derecror rhar will c-erwi[hin rhe DX.4..,
and that’s p rohabl} the grmtesr ch. dlenge
on the tabit. ”
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POST=COLD WAR NIGHTMARE
tack on L’.S. cities or those of the nation’s
allies. ‘<Ifsuch an acrack should occur, ”
the study predicted ominously, “the mil-
itary establishment will be blamed for the
failure in national defense, regardless of
the purported manc[ate—and above all,
we will blame ourselves. ”

Today, says Oehlel, there are promising
directions in technology, and more mon-
ey would help. But :K important as these
sensor programs are, “they can’tdo ir aJone.
Since the end of the Cold War, we don’t
have a very good track record of convinc-
ing decision makers to cake actions based
on technical sensor data alone. ” Those
data can be used as tipoffs, but they must
be supplemented with human intelligence
and s“ignalsintelligence.

CURRENT METHOD$USED in the field to
search ouc chemical and biological mate-
rials are relatively slow in processing and
readout time, and they require dedicated
vehicles to transport them, Robinson says.
If these s}stems could be miniaturized. or
if electronic. direct readout svstems ma-
rurc, ir might be possible to us: unmanned
aerial vehicles (U’.4VS),helicomers or oth-
er aircra6t to transport the detectors. That
would provide long-range surveillance fo[
both NTBCproliferation detection and tht
batdefidd warning rime urgently desirec
b> the combatant commanders.

The Defense Dept. is investing abou{
$3.8 billion this year in counter-prolifer
ation efforts of all kinds. That arnounr in-
cludes $350 million for an inregratec
Chemical-Biologici Defense (CBD) pro
~ram, mandated by Congress and placec
under the o}’ersight of the assistant to th(
secretar~’ of Defense for atomic energy
The s~e ofhcial supervises a joint pro
gram office for biological defense, esrab
Iished to guide impo;tant biological war
fare acquisition programs, includin{
battlefi~ld derect;on ‘and }accine pro
duction.

Among the technologies being pursue(
under the CBD program are:
. Sensors for u b:,r~oint task forces an{
in mobile biologicaUchemical warfare re
connaissance 10 detect contamination
areas.
* DevelopmenC of:ysrems capable of de
tecting multiple biologicaUchemical agenu
and of characterizing new agents.
● Collecti\,e Protec:rion s}xrems, such x
lightweight biological/chemical warfart
protective shelters,
● ]Mproved mask ~;vstemsand ad~,ancec
protective clothing.’
● Berter medical response, exp]oicing re
search in improved l~roph}dams,anridorm
riea[menrs, vaccines and casual r>’man
agement s},stcms.
● l>e}elo~ment of Modu]ar decontami
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T M ut r
The Lugano trials

:

Certification

Strategy of the German government

Qualified answers to participant questions

Chances for GPS as a primary means of navigation

Accompanying persons programme

We are looking forward to welcoming you
at the Munich International Airport.
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